Brief report: “Copyright and the Networked Computer”

Date: December 4, 2003

From: Bill Warner

To: Digital Cultures Project Members and conference participants

The speakers and participants at our conference marveled that we are able to sustain a long and complex but very well focused discussion upon copyright and the networked computer. Four faculty from the Digital Cultures Project participated—Hillis Miller, Mark Poster, Rob Nideffer and myself. We had repeat participants from earlier conferences: Tarleton Gillespie and Cliff Siskin. Much of the credit for the conference goes to four grad students, team leader Michael Perry, and Jeremy Douglass, Melissa Stevenson, and Doug Roh. 

Copyright agents: 

There were several speakers’ who sparked intense debate because of their active roles in reshaping copyright law and copyright enforcement: Mitch Glazier of the RIAA insisted that they are not against p2p, but against “illegitimate agents”; that Kazaa is not there for enlightenment but $; but unlike the music industry they are “not investing in producing.”  

Hillary Brill (from Rick Boucher’s staff) and Alec French (from Howard Berman’s staff) reported on their boss’s significantly different approaches to infringing copying. Alec French estimated that the copyright industry has $791 billion in annual revenues, providing 5.9% of all US jobs. We are fortunate to live in a “creative age” that is made that way by strong copyright laws; and he warned that infringing uses could destroy that creativity. Both French and Glazier were relieved that universities were finally beginning to cooperate against copyright infringement.  John Vaughn reported on the AAU’s collaboration with RIAA in discouraging the use of university networks for copyright infringement; AAU is going slow in recommending commercial p2p service providers for campus as an alternatives for students. (like the one Penn State recently worked out with Napster 2. Hillis Miller wondered how, if you replaced general p2p with a for pay service, you could be sure that there was not an invisible censorship operating. 

The discussions after all these talks were very lively!  

Losing Copyright (and the fair use exceptions)

While copyright industry advocates wanted both stronger copyright and stronger copyright enforcement, another group of speakers suggested that the would-be enforcers of “strong” copyright are actually abandoning the traditional balance afforded by copyright in the analog world. Thus Susan Deutch (of Verison) deplored the extra-judicial subpoena powers being exercised by the RIAA; Julie Cohen described the challenges to customary privacy (some based in law, some in the way analog works functioned in spaces not subject to surveillance without a court order); Peter Jaszi described the threat to the “glorious” of balance (between access and control) built into copyright. Too often, Jazsi insisted, global economic arguments trump public policy. The copyright industry is working to remake copyright from within (through term extensions—e.g. Sonny Bono, Eldred), or institute “quasi-copyright” and “pseudo-copyright” (e.g. anti-circumvention). Gone from this regime is the idea/expression distinction; copyright expiration; the fair use exception; the idea that facts cannot be captured in net of ©, etc. In a talk devoted to an analysis of the failure of “rational actor” analysis of legislative measures on copyright, James Boyle pointed to the use of the DMCA’s strong copyright to suppress valuable public expression in the Diebold copyright case (“We told you they would use these subpoenas to chill and silence valuable speech, but you wouldn’t listen…”) ; 

Perfect Control

Gigi Sohn, concerned about the implications of the FCC’s recent endorsement of the broadcast flag, described how pervasive technical and legal intervention would have to become to stop all unauthorized p2p sharing of content (like the digital tv that obsesses Congress). Speaking from the public policy position, Sohn offered less invasive and more balanced alternatives. Jim Burger offered a technical and legal overview of the “broadcast flag”, and worried (with Sohn) about the implications of the FCC’s insertion of itself into this very complex arena of “mandating” particular forms of technology. From the perspective of computer science, Randall Davis described the way DRM ("digital rights management") and Trusted Computing could render copyright beside the point: copyright owners would have control of the use of their material exercised through licenses and computer infra-structure that could allow them to control when and how their intellectual property is used. [There goes the right of first sale, the ability to annotate, to lend a work to a friend, to reproduce parts of a work in criticism and parody.] Trusted computing could, Davis warned, bring disappearing documents; censorship; revocable publication; forced upgrades to protect security; encumbered data; inhibitions on inter-operability; and, the increasing irrelevance of intellectual property law. Other speakers, like Julie Cohen warning of the “culture of the lock-down” and the loss of the privacy essential to freedom, spoke on behalf of imperfect controls, imprecision, and “curb high” restraints on the uses of content and software, as the only way to prevent the invasion of freedom and privacy in our use of media. 

The Right to Tinker 

Some solace to the dystopian scenario of total control of user behavior (through DRM and Trusted Computing) came with the reminder that in fact no “system” offers perfect control and there is no software that cannot be hacked. We have always only built imperfect systems. Ed Felten, warning against the danger of “black boxing” our technology so as to make is “secure” and “hacker-proof”, reminded us that deep analysis of our technology is as essential to our future as reading, thinking and creating in any other creative domain (from literature to politics). He contests the opposition tech v. creativity; functionality v. ©. Software is both creative (it is) and functional (it does); software is what it does; it’s “speech that is a machine”. So Felten is against the anti-circumvention provisions of the DMCA and develops a case for the positive “right to tinker” with computer hardware and software.  We should understand, study, use, modify, discuss technology just as we do any book or film. Reverse engineering should be understood as creative; we should resist letting law weld the hood shut on our technological devices.  Rob Nideffer reported on the Battle.net case, where a small Irvine software company sought to build add-ons that enhanced an existing on-line gaming system (Battle.net), but his then sewed by the original creators and maintainers of the on-line gaming system. Wendy Seltzer, who is assisting as an attorney in the case, offered this as an example of the shutting down and chilling creativity through appealing to ©. Ironically, this prevents others for making battle.net’s work more valuable. Jennifer Urban’s systematic comparison of several different file sharing systems—both as to their technical capabilities and how students use them—offers a valuable warning of the way we could lose the flexibility of Internet p2p to Internet hosted music for sale systems that are being promoted by the copyright industry. 

Valuing open-ness, communicative freedom, and anonymity 

Jessica Litman asked if we can build an on-line p2p music distribution system that has the information breadth and depth that we value in the web as accessed through our Google searches (which she contrasted favorably with an earlier knowledge system—the Encyclopedia Britannica). Francis Steen and Ian Clarke, in the session on open source software developed two kinds of arguments for open source software. Steen suggested that the success of the Internet suggests the broad imperatives and “intuitions” about communication they realize: (the freedom to seek info; to control one’s attention; incorporate info; turn it into meaning; to provide it to others; to respond to their generosity; to reserve, restrict and withhold some info), to certain “expectations” we have about functioning in computerized information environments: that we have the ability to control our computer, to control our allocation of attention, to share our work in a public space. The success of Linux (running on 50 million servers worldwide, offering better security than proprietary software) was attributed in a part to an effective realization these communication values. 
Ian Clarke insisted that only radical anonymity can assure freedom of speech without censorship: members who join a decentralized, distributed, and self-organizing system like Freenet alienate part of their hard-drive to this encryption protected public function. Information is always on the move and cannot be tracked. Bolye’s friendly question from the floor suggested that this might mean that your hard drive would “support” child pornography that you abhor. This, Clarke insisted, might be the price necessary to guarantee computer hosted free speech in a world of computerized surveillance. 

[Response by Siva Vaidhyanathan: “I don’t want to live in a world so illiberal that it mandates trusted computing (= oligarchy) or that requires Freenet. (=anarchy)”] 

Technological change and copyright 

Mark Rose’s overview of the Engraving Act of 1735 (the “Hogarth act”), suggests how copyright has been adjusted in response to new technology (so what appeared to be mere copying—first engraving, and later photography—come to be copyright protected acts of “designo” (Italian) that is part of invention and expression. This leads, as a pragmatic matter, to a relentless expansion of copyright. Noah Wardrip-Fruin showed, through his overview of Ted Nelson's "Literary Machines" (1981), that there were features of his visionary copyright scheme that were more, but also some that were less effective that the World Wide Web actually implemented 12 years later. Wendy Seltzer described the various ways that the DMCA could have the effect of thwarting technical innovation.  Pointing to a wonderful historical episode in the resistance to new technologies for copying—the French Parliament’s granting a monopoly on copying to the 16th century copyists, not the new technology of printing--Mark Poster insists that the immateriality of digital goods changes the game in fundamental ways; that in fact ‘digital copyright’ is an oxymoron; that now more and more makers are doing production and distribution themselves; and since copying is central to universities and democracy, Poster issued a call for a radical rethinking of copyright in the wake of networked computing. 

Culture of the copy

Several artists offered concrete examples of art made through copying, remixing, recombination: Carrie McLaren presented work from the “illegal.art.org” exhibit she has curated; Mark Hosler presented the provocative montage art of “Negivativeland” (along vivid examples of the media events and legal battles it has incited). Laurie Racine insisted that fashion is an area of incessant innovation, with no copyright on styles, and rampant copying. Is this, she asks, like software? (The argument was challenged by Cliff Siskin.) Barry Kerfeld's talk showed that copying and tinkering were essential to creativity: “fake-books” and “sampling” in the history of jazz and popuar music. Literary criticism tinkers (in Felten's sense) with the way we can read a book (Hillis Miller). Copying and recombination is central to the development of subcultures who rely on collections, sharing, and time-shifting. (Cruz) Jon Cruz asked, why should global capital be able to “prune back” these cultural valuable uses? Jenny Cool’s documentary footage figures forth a world where families and friends cannot sing happy birthday. 

Ironically, the proliferation of digital copying has also, because of the mutability of the software and hardware infrastructure, has intensified the problem of preserving digital copies. This was the focus of very differently focused talks by Hillis Miller, Laura Gasaway and Nick Montfort.  

Global views of copyright 

Jonathan Brand: documented how, if the copyright industry does not get what it wants in US Congress (e.g. the database directive) it goes to the EU, or, to an international forum, where strengthened copyright must then be accepted in Congress as part of trade and copyright treaties. Siva Vaidhyanathan showed pictures of the highly symbolic (and functionally inconsequential) burnings of pirated CD/DVDs as part of Chinese or Indian “crack-downs” on piracy. In India, piracy is pragmatically necessary to the operation of Indian software industry; attacks on piracy to “demonstrate” WTO compliance, are simply pushing copying deeper into the bazaar, into a decentralized network of small producers. Huang described the website Kingdom of Piracy as a global response to Western media hegemony; Rita Pantalony described the strategies used by the Canadian Heritage Network to acquire rights to put over 2 million images online to document the collections of 1,100 Canadian museums. 

Final thought: I asked the four graduate students who ran the conference with me what they had learned from the event. Michael Perry suggested that the networked computer had turned a relatively arcane part of law into “a central issue of everyday life.” As Randall Davis said, the problems we confront are indeed “fundamental”; I think that all the conference participants would agreed they are not going to be resolved any time soon. 

I will notify you when the full documentation of the conference—slides, texts, audio and digital files—is posted on-line.  Thanks again to our great gang of four grad students, to the UC Washington center that provided us with splendid quarters for 2 days, and Peter Jaszi and the Washington College of Law that hosted us for our final day. 

